ON THE INSURABILITY OF CYBER WARFARE: AN INVESTIGATION INTO THE GERMAN
CYBER INSURANCE MARKET

ABSTRACT

Insurance is an important part of a constellation of institutions that assist in the provision of
security, resilience and welfare. This is true across a range of threats, including those in the
cyber domain. Cyber risks, particularly those associated with cyber warfare, present a
considerable threat to the international economy and society owing to their inherent
unpredictability and far-reaching consequences. These risks have the potential to impact
security and cause significant economic losses, making them a critical concern for
governments, businesses, and individuals alike. This research addresses the protection gap
arising from cyber warfare exclusions in the context of cyber insurance. Furthermore, this study
analyses the impact of war exclusion clauses on cyber insurance coverage during the Ukraine
and Russia conflict. A mixed methods approach was employed, analyzing 44 cyber insurance
policies in the German SME insurance market, and conducting interviews with 26 cyber
insurance experts from various areas of the industry. It is found that insurers employ vaguely
worded war exclusion clauses to restrict the scope of their policies. The study finds that such
exclusionary provisions fail to account for emerging forms of warfare, including hybrid warfare
and rapidly evolving cyber operations. The analysis provides practical solutions to address
these challenges by highlighting the problems of the cyber war exclusion clause,
demonstrating the perceptions and understanding of cyber insurers, and providing possible
solutions to the insurability of cyber war risks. A well-functioning insurance market around
cyber warfare would improve the resilience of nation-states in the face of such attacks. This
paper provides important insights on the operation of this critical risk transfer market, based
on the view of market participants.
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1. Introduction

Cyber warfare is a complex, emergent risk
residing within the virtual architectures of
international security. Unlike traditional
threats, physical geography does not
protect a state from cyberattack, and
distance does not give time for defense or
response; cyber transcends traditional
precepts of geopolitics. Simultaneous, or
proliferating multi-locational viral acts of
sabotage at macro and micro levels contain
the potential to destabilize an economy.
The attacker, in the meantime, collects data
that can be monetized as intelligence,
which together with other criminal activities,
accumulates finance to further evolve the
complexity and potency of its technologies.
At the same time a cyber-attack is designed
to invoke a sense of panic among a target
population; and to dilute the effects of
sovereignty, political culture and legal
procedure. A truly global phenomenon,
cyber risks flow along the primary
capillaries of human interaction and
commerce, operating against individual,
local and international security. The
traditional terrestrial military response to
this existential threat is obsolete (Gartzke,
2013).

In the past, faced with global risks of similar
potential, civil society stepped in to address
the challenge of maintaining order. The
oldest maritime insurance company, Lloyds
of London, we need to remember, was
begotten as an instrument to counter the
sorts of novel risks encountered during
early colonial enterprise (Carter & Enoizi,
2020; Martin, 1876). 18" and 19" century
European expansion into the global south
would have been a loss-making operation
were it not for the invention of insurance.

Lloyds regulated the inherent turbulence
and risk of maritime trade by redistributing
risk and indemnifying loss. It built its
business around an extensive network of
intelligence agents posted at major ports
throughout the world. Lloyds was a
repository for data on all maritime activity,
both commercial and criminal. The rising

cost of insurance during the Revolutionary
and Napoleonic wars (1793-1815), and the
sudden growth of Britain’s maritime empire
drastically expanded Lloyds commercial
activity (Kingston, 2007). The analogy we
wish to draw is found in the role played by
Lloyds in securing the interests of the
British Empire. It is tautological to observe
that whereas once the sea was the domain
of risk, adventure and profit, it is now cyber
that possesses these attributes—the sea
interconnected ports and harbors on
planetary-sized sea lanes of
communication. Akin to the cyber domain
today, sea was a lawless, deterritorialized
space shaped by commercial, criminal and
military freedom. Insurance thrived in the
chaos of criminality, war and colonialism,
and brought certainty to the immense and
complex foundations of today’s global
political economy. Certainly, it retains its
role in the 215 century in this regard. Most
recently, the piracy crisis off the coast of
Somalia was managed by the public-private
cooperation between NATO and Lloyds
(Lobo-Guerrero, 2012).

Thus, insurance has long held an important
function in terms of managing risks
pertaining to geopolitics. It is an important
bulwark against those that would seek to
disrupt the economic well-being of the
major world economies. That said, in the
realm of cyber warfare, there is some
evidence of what we might refer to as
market failure. Extant insurance policies do
not cover many of the risks under this
category. All this means that victims of
cyberwarfare are less resilient, and those
that propagate such attacks are better able
to leverage the capacity for attacks through
the digital space. The shortcomings of the
cyber risk insurance markets are attracting
much attention. The Financial Times
reported earlier this year that large insurers
are in talks with the UK government on
whether there is merit in extending the
terrorist reinsurance scheme to include
State-backed cyber-attacks (Smith, 2023).
This is clearly an issue that pertains to
international security. This paper offers a
view of the rationale of key actors in this
market and, as such, is an important



contribution to policy-making in this area.
Governments worldwide are now paying
more attention to the danger posed by
cyber hackers. There are several national
initiatives that seek to address the security
risks attendant to cyber-crime. In April of
2023, the UK Cabinet Office minister, Oliver
Dowden spoke of the dangers of
ideologically motivated cyber-attacks and,
indeed, issued a “call to arms” to
businesses to strengthen their security
(Rathbone, 2023). Insurance is an essential
line of defense.

Cyber insurance is a commonly used risk
transfer mechanism, but it does not extend
coverage to losses arising from cyber
warfare events, which are usually excluded
under the war exclusion clause. The lack of
clarity surrounding insurance coverage for
cyber warfare incidents and other
significant cyber risks impedes the growth
of strong and socially beneficial cyber
insurance markets (Bateman, 2020). This
study investigates the cyber war exclusion
clause included in cyber insurance policies
offered to Small and Medium-sized
Enterprises (SMEs) by both international
and local insurance companies operating
within the German market. The research
creates and analyzes a comprehensive
dataset that includes the wording of war
exclusions in cyber insurance policies to
address the associated challenges. The
research is further supported and extended
by conducting semi-structured interviews
with cyber experts from the insurance
sector. The analysis provides important
insights into how insurance companies
address cyber war risks and identifies
potential approaches for the insurability of
such risks in the current cyber insurance
market.

The war exclusion clause presents a
challenge in cyber insurance policies
because the definition of war can be
interpreted  differently across various
regulatory jurisdictions, depending on
factors such as cultural norms, attitudes,
and understanding (Dennen, 2005). The
variability in the interpretation of the
exclusion clause can result in ambiguity

and uncertainty when applying it, has the
potential to generate legal complexities and
disputes. Furthermore, a lack of global
agreement regarding the specific conduct
or set of criteria that distinguish a cyber
incident as an act of terrorism or warfare
further contributes to this issue (Woods &
Weinkle, 2020). The absence of a universal
understanding of the definitions of these
terms could lead to inconsistent
applications of exclusion clauses across
different jurisdictions and complicate the
resolution of disputes (Carter & Enoizi,
2020). The Bank of America has raised
concerns with Lloyd's of London about the
exclusion of state-sponsored cyberattacks
from standard insurance policies (Smith,
2023). This underscores the concerns of
financial institutions regarding alterations to
a major safeguard.

The far-reaching impact of cyber risks is
exploited by actors that financially support
or provide information technology (IT)
infrastructure to carry out state-sponsored
attacks on other countries to cause losses
or obtain trade secrets (Maschmeyer,
2021). The Council on Foreign Relations
(CFR) Cyber Operations Tracker dataset
estimates that at least 700 verified state-
sponsored cyber-attacks have been
conducted since 2005 (CFR, 2022). The
suspected state-sponsored cyber-attack
called "NotPetya" had a more significant
impact (Ferland, 2019). This data-
destruction malware infected hundreds of
companies internationally and caused an
estimated loss of USD 10 billion (PCS,
2019). In 2010, a computer virus known as
Stuxnet led to the destruction of more than
1,000 Iranian centrifuges and delayed
Iran's enrichment program (Nye, 2017).
Stuxnet is notable for being one of the first
examples of a suspected cyber weapon
being used in a state-sponsored attack, and
it demonstrated the potential for such
attacks to have real-world consequences
(Gartzke, 2013). These and other
international cyber loss events have raised
the profile of cybersecurity, leading to
increased attention and spurring
geopolitical developments (Buchanan,
2020; Vakulchuk et al., 2020).



In parallel to cybersecurity, the transfer of
risk via cyber insurance is challenging in
the context of cyber warfare. From a risk
management perspective, adopting cyber
insurance can play a vital role in enhancing
the overall resilience of international
security and companies in the face of cyber
threats (Hausken, 2020; Nye, 2017). Cyber
insurance can provide companies with
financial protection against potential losses
from cyber incidents, including data
breaches, cyber-attacks, and other
malicious activities (Eling, 2018). With
cyber insurance, a significant portion of a
company's cyber exposure can be
transferred to an insurer by purchasing a
cyber insurance policy (Talesh, 2018).
Furthermore, the adoption of cyber
insurance can encourage corporates to
improve their cybersecurity posture, as
insurance  providers  often require
companies to meet specific security
standards as a condition for coverage
(MacColl et al., 2021; Marchant & Stevens,
2017).

By requiring minimum security standards
for the insurance coverage, they provide
cyber insurers positively influence the
cybersecurity measures of companies and
thus act as proxy regulators (Marchant &
Stevens, 2017). However, concerning
cyber warfare, such cyber losses are not
covered by the cyber warfare exclusion
clause under the terms of the insurance
policies in place (Gold, 2019). Reasons for
this are the unpredictability of these events
due to the lack of data and the limited
experience of cyber insurers with cyber
conflicts Cremer et al., 2022; Slayton,
2017). However, even in the context of
traditional warfare, there exist challenges
regarding the interpretation of insurance
terms, which are often a subject of frequent
debate and discussion among scholars and
practitioners (Satariano & Perlroth, 2019).
Given the escalating frequency and
severity of cyber-attacks, a comprehensive
cyber insurance market is imperative.
However, for such a market to be effective,
it is essential to understand the limitations
and exclusions of cyber war coverage
(Bateman, 2020). Therefore, conducting

research in this area is necessary to
guarantee that the cyber insurance market
can function optimally and effectively
minimize the overall impact of cyber risks
on global security.

Research and industry best practices show
that cyber insurance is still in its infancy
(Eling, 2020; Nurse et al., 2020; Xu & Hua,
2019). Unclear policy wording, a lack of
standardization and inconsistent terms in
cyber insurance present companies with
significant insurance gaps (OECD, 2020).
The war exclusion clause is a provision that
precludes coverage for losses resulting
from the impact of armed conflicts. The
imprecise nature of such wordings
frequently presents policyholders with
uncertainties regarding the scope of
coverage, mainly due to the inherent
vagueness of the definition of war (Carter &
Enoizi, 2020). Cyber conflicts between
states present a significant challenge, not
just for the demand side of the cyber
insurance market (Woods & Weinkle,
2020). These conflicts also challenge
providers of cyber insurance (Woods &
Simpson, 2017). For instance, the
accumulated impact of cyber warfare
makes in problematic to adequately insure
and calculate such cyber risks (Falco et al.,
2019; Marotta et al., 2017). Although there
have been some investigations into the war
exclusion clauses present in cyber
insurance policies, thus far, there has been
no interviews conducted with experts in the
field of cyber insurance (Bateman, 2020). In
addition, due to a lack of open declared
cyber conflicts, insight from practitioners in
the field are only now becoming available.
In the context of an ongoing cyber conflict,
the acquisition of qualitative data is a
valuable resource for gaining insight into
the intricacies of cyber insurance, including
its presence, design, and management.
The absence of unambiguous guidelines
for insurance coverage of cyber war events
and other consequential cyber risks poses
an obstacle to the emergence of a robust
and socially constructive cyber insurance
market.



The selection of Germany as the focus of
this case study is based on several factors.
First, Germany's cybersecurity policy has
successfully expanded the protective role
of various security institutions, centralized
control over critical infrastructure, and
implemented a national security strategy to
ensure protection across all sectors
(Monstadt & Schmidt, 2019; Steiger, 2022).
This approach is similar to that taken in the
United States (Shafqat & Masood, 2016).
Germany also shares a similar objective
with the United States: to promote
resilience rather than absolute protection
(Wagner, 2021). Second, from an
insurance perspective, the German
insurance market has the second largest
premium volume in the EU and, with its
large number of insurance companies, is an
ideal candidate for investigation within
Europe (EIOPA, 2022). Additionally, all
insurance companies in Germany are
supervised by the Federal Financial
Supervisory Authority, which provides
publicly available data on all supervised
insurers. Overall, the selection of Germany
as the case study for this research is based
on its robust cybersecurity policy and the
relatively more mature insurance market.

German insurance companies
demonstrably hold the potential to shape
market risk and strengthen the architecture
of international security. Focusing upon the
Russian invasion of Ukraine, this study
mines deep into the attitudes of insurance
professionals to cyber warfare events. We
highlight the perceptions of cyber insurers
to the war risk market, providing insight into
the relationship between current global
causes of insecurity and the performative
power of the modern insurance sector.

A mixed methods approach was selected to
achieve this aim as it is particularly useful
in integrating findings from various
research methods and generating
comprehensive  knowledge for both
academic theory and practical applications
(Johnson & Onwuegbuzie, 2004). This
approach begins by utilizing an inductive
qualitative content analysis to examine war
exclusions in cyber policy wordings of both

German and international cyber insurers.
The cyber policy wordings analyzed in this
study represent approximately 82% of the
cyber insurers under supervision in
Germany. In addition to analyzing policy
conditions, semi-structured interviews with
cyber insurance experts from insurance,
reinsurance, and insurance brokers were
conducted and evaluated through thematic
analysis. The findings from these interviews
are used to describe, validate, and expand
on the results obtained from the content
analysis.

We highlight that this work on cyber war
exclusions using the structured interview
methodological approach with cyber
insurance professionals, including data on
an ongoing cyber conflict (Ukraine/Russia),
represents a novel contribution to the field
of security studies. The study provides
unique insights into how cyber warfare
exclusions are currently being handled in
the insurance industry (e.g., vague wording
to limit the scope of insurance) and explore
the implications of this approach in light of
real-world cyber conflicts.

The structure of the paper is as follows. In
Section 2, related literature on cyber
insurance exclusions, with a focus on the
cyber war exclusion clause, is presented.
Section 3 outlines the mixed research
method employed in this study, including
the inductive qualitative content analysis
and semi-structured interviews with cyber
insurance experts. Section 4 presents the
results from the thematic analysis of the
structured interviews and provides an
overview of the cyber warfare exclusion
clauses. Section 5 offers additional
discussion and interpretation of the results.
Finally, Section 6 concludes the article.

2. Related work

Despite the increasing importance of cyber
risks, the interdisciplinary field of cyber
warfare and cyber insurance remains
limited (Eling, 2020; Gorwa & Smeets,
2019). Woods and Weinkle (2020)
conducted a comprehensive study of war
exclusion clauses in US cyber policies,



analyzing 56 policies through longitudinal
analysis. Among the policies scrutinized, 41
policies were found to contain a war clause,
while the remaining 15 policies did not
exhibit such a provision. In their summary,
the authors highlight the need for insurers
to provide clear guidelines on the point at
which cyber conflict becomes uninsurable if
existing war clauses cannot be
meaningfully applied. Similar research was
conducted by Bateman (2020). The author
investigated the ambiguity surrounding the
applicability of cyber war and terrorism
exclusions clauses, and proposed to
abandon the traditional exclusions for war
and terrorism for cyber losses. In their
research, Ferland (2019) conducted a
thorough examination of the war exclusion
clause in insurance policies, with a
particular focus on the notable case of
Mondelez International, Inc. v. Zurich
American Insurance Company. This
research focused on attributing a cyber-
attack to a specific state and the
complexities of interpreting a war exclusion
clause in the context of cyber incidents. It
was noted that there is a growing need for
policy wording that is more transparent
regarding cyber war exclusions and the
possibility of shifting coverage from
conventional risks to cyber risks.

Proposing a "call to action," Falco et al.
(2019) suggest an agenda for cyber risk
and cyber insurance to accelerate the pace
of cyber research progress and emphasize
the need for greater collaboration across
disciplines. The paper's authors comprise a
diverse group of individuals, including
academics, industry practitioners, and
policymakers from various parts of the
world. In their agenda, the authors list six
major interdisciplinary questions, which
also include risk transfer via cyber
insurance. Romanosky et al. (2019)
conducted a thorough review of the
underwriting process for cyber insurance.
The authors analyzed 235 publicly
available US cyber insurance policies and
examined critical components of these

!'It should be noted that this was an all-risk
insurance policy from Mondolez covering all risks

policies: coverage, exclusions, application
questionnaires, and pricing. Their findings
revealed that while some insurers utilized
simplistic flat rates based on a single
calculation of expected loss, others
considered more complex parameters such
as the company's asset value, company
revenue, standard insurance metrics such
as deductibles and limits, and industry-
specific factors. Cremer et al. (2022)
carried out a comprehensive study on
general exclusions in cyber insurance
policies and their impact on companies
facing cyber risks. The authors employed
an inductive qualitative content analysis
approach to examine policy terms and
conditions from 40 German cyber insurers
and compared the results with real-life
cyber risk events. The study found that
some exclusions could pose significant
risks to companies, emphasizing the
importance of careful policy selection and
understanding.

The study conducted by Li and Liu (2021)
investigates the advancements in
cybersecurity and the evolving nature of
security threats. Through an analytical lens,
the authors evaluate the challenges,
strengths, and weaknesses of various
cybersecurity methods. The research
findings reveal that conventional
approaches, such as reliance on military
and police by governments, are not
sufficient to ensure national security to
cyber threats such as cyber warfare. Thus,
the study suggests that bilateral
collaboration between governments and
the private sector is imperative, as they
share a mutual interest in addressing these
threats. A similar analysis on cyber warfare
was performed by Trifunovi¢ and Bijelica
(2020), who looked at trends and
technologies in the context of cyber
warfare. The study identified that the field of
cyber security has assumed a critical role
for security services in identifying potential
threats emanating from this domain. In the
context of security and resilience with
respect to cyberspace, Hausken (2020)

of loss or damage to Mondelez' property. It was not
a specific cyber insurance policy.



conducted a systematic literature analysis.
The findings discuss the different actors
involved in cyber resilience, including non-
threat actors, threat actors, and hybrid
actors, and how they operate at different
levels. The author also emphasized the
significance of cyber resilience as a
prerequisite for cyber insurance.

3. Method

This study adopts a mixed methods
approach to investigate insurance
coverage for cyber war events within typical
SMEs cyber insurance policies. In Section
3.1, semi-structured interviews were
conducted with experts in the cyber
insurance industry to obtain an aggregate
view and perception from the insurance
industry on cyber war. In Section 3.2, an
inductive qualitative content analysis was
carried out on the war exclusion clauses in
cyber insurance policies to validate and
complement the findings from the
interviews.

3.1 Semi-structured interviews with cyber
insurance experts

The war exclusion clause may not serve as
a definitive indication of how cyber insurers
perceive and manage cyber war risks.
Given the dynamic nature of cyber threats,
there is still a need for more qualitative
research to bridge gaps in knowledge and
draw upon expert insights. This lacuna of
research is also highlighted by the cyber
research agenda of Falco et al. (2019), in
which they call for interviews with cyber
insurance providers and reinsurers.
Interviews can yield valuable insights into
cyber insurers' presence, design, and risk
management  practices. Additionally,
industry  experts'  experiences and
perspectives can contribute to the
collection of qualitative data on the cyber
war clause, which the scientific community
can utilize. Specifically, there is a gap in the
collection of qualitative data on the open
cyber conflict between Ukraine and Russia,
which this research addresses.

The semi-structured e-interviews were
conducted following the Format of Bampton
and Cowton (2002) and Newcomer et al.
(2015). This form of interviewing allows
open-ended questions to be asked,
allowing industry experts to comment and
expand on the topic more freely and ask
more specific questions to get more precise
answers (DiCicco-Bloom & Crabtree,
2006). The application of semi-structured
interviews in cyber insurance has already
been conducted by Bahsi et al. (2020) and
Franke and Meland (2019). Semi-
structured interviews offer a viable method
for acquiring data pertaining to cyber
insurers' risk management strategies and
perceptions of cyber warfare.

In selecting industry experts for interviews,
the emphasis was placed on primary
insurers, reinsurers, and insurance brokers
due to their substantial role in the insurance
industry's value chain (Eling & Lehmann,
2018). The insurance broker has a vested
interest in safeguarding its insurance
clients and ensuring that they have
adequate coverage in the event of a cyber-
attack (Beenken et al., 2018). Conversely,
the primary insurer and reinsurer have a
stake in maintaining sufficient insurance
coverage and risk exposure relative to the
insurance premium (Powell & Sommer,
2007). Given these considerations, the
selection of interviewees from these parties
is well-suited for gathering valuable insights
into the intersection of cyber warfare and
the cyber insurance industry. After
identifying the relevant areas of interest,
various methods were employed to select
and invite cyber experts for interviews.
Direct contact was initiated when possible,
such as through information available on
their website. If no information was
available on possible contacts, the cyber
insurers were contacted via the general
communication  channels.  Regarding
insurance brokers and reinsurers, only
those who publicly disclosed their reports
on cyber insurance were considered.

The selected companies were sent
interview requests that provided details on
the researchers' background, the research



objectives, and other relevant information.
If the interview was accepted, the
interviewees received a pre-read memo 48
hours prior to the interview outlining the
interview process, the topics to be covered,
and the commitments to be made. The
interviews were conducted using MS Team
or Zoom software, with the industry experts'
permission to record. Approximately 72
hours after the interview, a draft of the
interview notes was shared with the experts
for their review and comments, which could
be added, changed, or deleted before
signing. Out of 60 companies contacted, 26
participants were available for interviews.
The semi-structured interviews were
conducted between 10. November 2022,
and 3. February 2023, with one hour
allotted for each interview.

The interviewees were provided with
assurance that the recorded data would be
anonymized, meaning that any information
that could potentially reveal the identity of
the interviewee or their company would be
removed. Table 2 in this paper provides a
summary of the expertise and experience
of the cyber experts involved in the
interviews. For a more detailed overview,
please refer to section 1 in the appendix.

Organization | Number of | Average cyber

type industry experience in
experts years

Broker 7 6.4

Primary 14 6.1

insurer

Reinsurer 5 6.2

Table 1: Overview of the cyber insurance experts.

The formulation of the interview questions
was based on the deductive inference from
the analysis of the insurance policy, which
revealed that cyber insurers generally
exclude claims arising from cyber warfare.
The interviews were conducted to gain an
understanding of the significance and
perception of cyber warfare in relation to
cyber insurance from the perspective of
cyber insurers. To achieve this aim, the
questions were structured in a flexible and

interactive manner, allowing for a dynamic
interview guide (Kallio et al., 2016). The
questions are as follows:

1. War exclusion clauses in cyber
insurance products usually only refer to
the term war but do not provide any
further definition. In your experience,
what are the problems regarding the
war exclusion clause?

2. In your expert opinion, what is the
difference between cyber warfare and
traditional warfare?

3. Due to the cyber-attacks, the conflict
may also affect insured companies. In
your experience, have cyber claims
been rejected due to war events? If
yes, has there been an increase in
declined claims due to the
Ukraine/Russia conflict?

4. Even if no state-sponsored cyber-
attacks were detected, has the incident
loss landscape changed since the
conflict?

5. State-sponsored cyber-attacks, like the
suspected Notpetya malware, have the
potential to cause major losses
worldwide. In your expert opinion, what
would be necessary to insure against
these cyber warfare risks?

Following the work of Bahsi et al. (2020),
the interviews were transcribed, and
subsequently, codes were assigned to the
text segments using MAXQDA software.



German Federal Financial
Supervisory Authority (BaFin)

Y

market
L (n=1303)

=
=
2
=
=
=
=

[ Total number of insurance companies with |
business operational on the German insurance

J

Y

Total number of P&C insurance companies |
with business operational on the German
insurance market

(n = 624)

4 Excluded, because not a P&C insurer N
(n=609)
Health insurer (n = 8§)

Y

Y

Life insurer (n = 231)
Reinsurer (n=73)
\_ Pension funds / Burial funds (n=217) )

Total number of P&C insurance companies | [ g
with business operational on the German - Excluded as duplicates
insurance market o {n=101)
(n=393) J \, J
A 4
o [ Total number of cyber insurance companies ) [ A
E with business operational on the German | Excluded, because no cyber insurance product
E insurance market Lol (n=7543)
2 \. (n=30) 7 \ v
Y
[ w ) [ Excluded, because no general terms and |
Total number of cyber insurance companies i i 2 .
T conditions for cyber insurance prodcuts were
with cyber insurance product for SME - = LT
(n=45) av nlla‘?le
\ J \ (n=35) J
Y
1
Total number of cyber insurance companies Excluded because no cyber insurance product
with cyber insurance product for SME for SME
(m=41) @=1
»
v .
- Addition of the managing general agent’s
= Total number of cyber general terms and general terms and conditions
= conditions used for the study. n=2)
2 (n=44) J/

Figure 1: The cyber insurance policy database used
in this study was developed using data provided by
the German Federal Financial Supervisory Authority.
To ensure the accuracy of the data, a PRISMA
screening process was applied, which involved the
use of stringent eligibility criteria. As a result, 44 cyber
general terms and conditions and their respective
war exclusion clauses were identified as suitable for
inclusion in this study.

3.2 Cyber Insurance policy analysis

For the inductive qualitative content
analysis, a database of 44 war exclusions

1
Addition of the GDV's cyber general terms and
condition

=1

clauses from the cyber insurance terms and
conditions was created based on publicly
available information. The war exclusion
clauses represent approx. 82% of the
German cyber insurer. In addition, the war
exclusion clauses of general managing
agents of and German Insurance
Association (GDV) were added.

This study examines the war exclusion
clause included in the cyber insurance
policies provided to SMEs by international
and local cyber insurance companies



operating within the German market.
Information on the selected cyber
insurance companies was sourced from the
German Federal Financial Supervisory
Authority (BaFin) to collect the necessary
data for this study. With over 1300
insurance companies and the second
largest premium income in the EU, the
German insurance market represents a
prime candidate for investigation within
Europe (EIOPA2022).

Following the research Wrede et al. (2020)
and Cremer et al. (2022), the dataset was
selected for eligible cyber insurers in a
multistep process based on the Preferred
Reporting Items for Systematic Reviews
and Meta-Analyses (PRISMA) (Page et al.,
2021), shown in Figure 1. To ensure the
dataset used in this study was appropriate,
the authors established specific criteria that
were applied in a systematic process. First,
insurers that do not offer property and
casualty (P&C) insurance were excluded,
resulting in the removal of 609 insurers
from the original dataset. Next, insurers that
operated in the insurance market in the
form of subsidiaries or similar were
removed as duplicates, which left a
remaining pool of 593 eligible insurers. To
determine if these remaining insurers
offered cyber insurance products, the
authors manually checked their respective
websites, resulting in the identification of 50
cyber insurers in Germany. To evaluate the
plausibility of the identified number of 50
cyber insurers, the number of GDV
members offering cyber insurance was
utilized as a benchmark. The GDV
members were selected as a reference
point since they constitute approximately
97% of insurance companies in operation
within Germany (GDV, 2021). Upon
conducting the verification, it was found that
39 members of the insurance association
offered policies pertaining to cyber
insurance (GDV, 2022).?2 Based on this, it
can be inferred that the PRISMA process

2 Originally, the number of cyber insurers included
42, but these were two duplicates as well as one
reinsurer.

did not overlook a substantial number of
cyber insurers, given the identified count of
50.2 Between November 2021 and
February 2022, the authors collected
publicly available general terms and
conditions of the identified cyber insurers
via their websites to extract the war
exclusion clauses for this analysis. If these
documents were not available, they were
requested via email from the respective
insurers. This process resulted in the
collection of 41 general terms and
conditions for SMEs that were used as a
starting point for further analysis. This
included the template model terms and
conditions of the GDV and two additional
cyber insurance terms and conditions of
managing general agents.

3 GDV makes no claim that the list of members of
cyber insurers is complete. Nevertheless, in order to
create a benchmark, the number of members was
used for verification.
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Figure 2: To reduce the text material, relevant
sections were identified and coded with "text-related”
markers. The aim was to reduce complexity and
make the data more accessible. Next, the text was
further analyzed by extracting clauses, resulting in a
total of.

In the subsequent phase of this research, a
comprehensive  analysis of textual
materials was performed, as illustrated in
Figure 2. Specifically, the study focused on
analyzing the general cyber terms and
conditions of insurance and the content of
the war exclusions clause of the cyber
insurers that met the eligibility criteria. To
facilitate and systematically structure the
coding process, the researchers utilized the
qualitative  data  analysis  software
MAXQDA (MAXQDA, 2022). The analysis
was carried out using Maying's model of
qualitative content analysis, which is a rule-
based and systematic approach to data
evaluation (Mayring, 2021). The categories
used in the analysis were derived directly
from the text material of the war exclusion
clause.

In the initial phase, the qualitative data
material was systematically coded to
reduce complexity. Relevant text segments
were identified, marked, and assigned
"text-related" codes. Exclusions marked

!’

Have detailed definitions in the

clause
(88,6%4)

"war" were considered relevant and coded
accordingly. The dataset contained cyber
insurance terms and conditions in both
German and English languages due to the
international nature of some cyber insurers.
The war exclusion clauses were
deconstructed into individual components
in the subsequent process, and the terms
mentioned were coded into different
categories. The texts were further
evaluated to check for any detailed
formulations or definitions of the exclusion.
If such formulations were present, the texts
were coded accordingly. The coded text
material was analyzed and summarized
based on categories. In cases where there
were strong similarities in terms, the
categories were merged to form uniform
summaries. The final category scheme
included 16 individual terms and was
derived from the analysis of 44 war
exclusion clauses of cyber policies.

4. Results

The study's results are divided into three
parts. The first part presents the results of
the semi-structured interviews with cyber
insurance experts. The second part
includes the findings of the inductive
qualitative content analysis of the war
exclusion clause in general cyber wordings,
which provide new qualitative data and



serve to both extend and corroborate the
findings from the interviews. The last part is
a comparison of the results with previous
studies in the literature.
41 Findings from  semi-structured
interviews

In the following subsections, the results are
presented. These represent a summary of
the interviewee's responses to the relevant
question. It is important to add a caveat at
this point that the insights gained from the
interviews are inherently subjective and
may not reflect directly measurable
variables.

4.1.1 War exclusion clauses in cyber
insurance products

The results of the interviews indicate that
the war clause poses significant challenges
for the cyber insurance industry. An
important issue is the lack of a clear
definition for the term "war" or "warlike
incidents" in the exclusion clauses of cyber
insurance  products. As a result,
policyholders are required to interpret the
meaning of these terms themselves, and
insurers must consider the understanding
of the average policyholder when
developing their policies. Moreover, given
that there is no standard definition of "war,"
some insurers have intentionally adopted
vague language to limit the scope of their
policies, citing the lack of case law as a
justification. Consequently, cyber insurers
have been able to avoid the issue since the
war exclusion clauses have never been
tested in court. In addition, cyber insurers
are awaiting a decision from the Merck
case, which is the only ongoing case
regarding the war exclusion (Vanderford,
2023).4

Another challenge identified by the
interviewees is the origin of the war
exclusion clause, which arose from other
insurance conditions and lines where the

4 As with the settled case between Mondolez and
Zurich, the Merck case involves all-risk insurance
and not standalone cyber insurance.

focus was on physical warfare. The war
exclusion clause does not address new
forms of hybrid warfare or cyber operations,
which are dynamically evolving. Cyber-
attacks pose a unique challenge, as it is
difficult to attribute and prove them
compared to traditional war actions.
Identifying the initiator and assessing the
damage is easier in the case of traditional
acts of war, such as missile attacks.
However, in the case of cyber-attacks, the
cybercriminals are often anonymous and
unverifiable. Additionally, there is no official
declaration of war in cyberspace, which
complicates matters further. When states
are involved, assessing the potential scope
and damage of cyber-attacks can be
particularly challenging due to their greater
financial resources and capabilities to carry
out attacks. For instance, it is unclear
whether an attacker using a laptop on
behalf of a government can be classified as
an act of war. The issue at hand is further
compounded by the absence of robust
cyber arms control measures and a
universally accepted set of international
regulations or standards governing the
conduct of nation-states during cyber
warfare (Eilstrup-Sangiovanni, 2018).

These complexities present significant
difficulties for cyber insurers since they
bear the burden of proof if a claim is denied.
Interviewees expressed skepticism about
Lloyds' new war exclusion clauses,
believing that they are insufficiently
transparent to address these issues (Lloyds
Market Association, 2021). Nevertheless,
they viewed the inclusion of the clause as a
positive step towards greater clarity in the
industry.

4.1.2 Differences between cyber warfare
and traditional warefare

The diverse views of experts on the
distinction between cyber warfare and
traditional warfare demonstrate the
complexities of defining and understanding



cyber warfare. Despite the varied opinions,
common themes emerged from the
analysis of the interview data. Consensus
existed around the fact that both cyber
warfare and traditional warfare are intended
to damage and destabilize the targeted.

country. However, the mode of attack used,
visibility, and impact are factors that were

influence public opinion). Therefore,
according to the interviewees, cyber
warfare aims to harm other countries
undetected, irrespective of  active
engagement. The experts also highlighted
the potential impact of cyber-attacks,
particularly on companies that function as
critical infrastructure. Moreover, due to the

increased interconnectedness of critical
infrastructure, there is a higher potential for

considered to distinguish the two types of
warfare.
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Figure 3: Building upon the research conducted by
(Mitoraj, 2020), the present work expands upon the
existing spectrum of cyber activity by incorporating
warfare criteria into the framework. The spectrum
encompasses a wide range of cyber activities significant
and potentially devastating effects of cyber warfare.

To further elaborate on the differentiation
commonly observed within the insurance
sector, Figure 3 serves as a valuable
addition to the existing comprehension of
critical criteria. Regarding tools, the experts
stated that traditional warfare requires
sophisticated weapons and equipment that
are more difficult to obtain compared to
cyber warfare, which only requires a
computer with an internet connection. As
for visibility, traditional warfare is often
characterized by visible military action,
such as armies with soldiers and tanks,
whereas cyber warfare is often perceived
as invisible, preparatory, and supportive
(e.g., example, destabilizing critical
infrastructure or spreading fake news to

5 The authors conducted an extensive literature
search from March 13-15, 2023, and reviewed

collateral damage.

4.1.3 Rejection of cyber claims due to the
Ukraine/Russia conflict

All the interviewees reported that at this
juncture, since the onset of the
Ukraine/Russia conflict on February 24,
2022, they have not come across any
instances of insurance claims being
rejected due to the cyber war exclusion,
either within their own organization or at
other insurance companies.® To
corroborate this finding, another literature
review on current news portals focusing on
insurance on the part of the authors also
came to the same conclusion. Although the
insurance industry had anticipated an
increased number of cyber claims as a
result of the conflict, it was surprising that
no cyber insurance claims have been
denied based on the cyberwar exclusion
since the conflict. Many were surprised as
they had assumed that the conflict would
result in significant cyber losses.

current news portals related to insurance, and they
came to the same conclusion as the interviewees.



Furthermore, cyber  experts have
highlighted that cyber insurers are
exercising greater caution when
underwriting risks, particularly in the energy
and infrastructure sectors, because of the
Ukraine/Russia conflict.

4.1.4 Change in cyber insurance claims
due to the Ukraine/Russia conflict

Changes in cyber claims reporting varied
significantly among the interviewees, with
38,5% reporting a decrease, 11,5% flat,
and 50% reporting increased claims
frequency in the German cyber insurance
market. From those that reported a
decrease, there was uncertainty about
whether this was because of an actual
decrease in cyber-attacks or a temporary
pause due to acts of war. Some insurers did
not note any changes in the frequency or
amount of claims, which could be explained
by the differences in customer segments.
For instance, cyber insurers serving SMEs
were less affected than those serving larger
corporations. One possible reason is that
hackers see corporations as more lucrative
targets, even though cybersecurity
measures are generally higher than for
SMEs. Furthermore, some experts
reported an increase in the frequency and
level of losses, particularly in critical
infrastructure, despite the overall decrease
in average losses. The experts have
suggested different explanations for this
trend, such as the fact that hackers from
Ukraine and Russia are presently deploying
their resources for cyber operations on
each other due to the Ukraine/Russia
conflict. This has resulted in a general
decrease in the intensity of cyber-attacks
elsewhere, which are now considered less
sophisticated and less effective than
previous ones. In addition, the lower activity
of ransomware groups with suspected
proximity to Russia is attributed to the
strong sanctions that also affect
ransomware payments, significantly
impacting the cyber insurer operations.
Cyber insurers would not pay claims that
violated sanctions, and this has led to a
decrease in the frequency of ransomware
attacks. Another stated reason for the
decrease in cyber-attack frequency is that

companies have improved their
cybersecurity posture. Commercial
enterprises have learned from high-profile
cyber events such as Petya, WannaCry,
and Lock4dJ, and have strengthened their
security measures accordingly. Companies
have also learned from the Covid-19
pandemic that the home office presents a
major attack vector. In this context,
interviewees have highlighted that
companies are more careful with their
backups, which has led to smoother and
fewer reported attacks, possibly because
companies do not want to make the attacks
public.

Despite the decrease in the frequency of
cyber-attacks, some insurers and
reinsurers have warned against assuming
the best when the conflict ends. They have
pointed out that many people are being
trained in cyber operations as hackers due
to the conflict, and when it ends, some of
the trained hackers may use their skills as
a source of income. Furthermore, it is
uncertain how many companies have been
hacked and the extent of damage that has
not been noticed. In this scenario, cyber-
attacks could increase significantly as the
conflict ends and human resources are
freed up. Lastly, it is essential to note that
the decrease in cyber losses is not an
indicator of a decrease in cyber-attacks
since only losses reported by insured
parties are included in the analysis. The
actual number of cyber-attacks could be
higher, and it is important for the insurance
market to remain vigilant in the face of
these threats.

4.1.5 Insurability of the cyber war risk and
possible approaches to insure it

The preceding summaries of interviews
illustrate the significance of war exclusion in
cyber insurance. In relation to the final
inquiry about insurability and potential
remedies, all cyber experts unanimously
agreed that cyber war risk is currently
uninsurable due to its high accumulation
and incalculability. Such a risk would lead
to insurers being unable to fulfil their
obligations to pay benefits, potentially



resulting in their financial ruin. Furthermore,
co-insurance of such a risk would lead to a
considerable surge in premiums, rendering
it unaffordable for numerous companies.
Nevertheless, some experts have
suggested ways in which this risk could be
insured, although the insurance industry
will need to agree on which aspects of war
and cyberwar to insure and the
accumulations of risk involved. However,
insuring extreme accumulation risks would
be perilous without an adequate
assessment of these risks. To manage
accumulation risk better, efforts are
underway in insurance companies to
implement a data standard for cyber risk to
better manage  accumulation  risk.
Presently, loss ratios in cyber insurance are
exposed, particularly in the large corporate
sector. Thus, ensuring the risk of cyber
wars without a comprehensive database to
evaluate this risk is  hazardous.
Furthermore, companies must elevate
cybersecurity measures to decrease the
likelihood of occurrence, emphasizing that
risk identification and quantification are
critical before deciding what to accept and
transfer. This research stresses the
importance of focusing on cybersecurity
within organizations, as systemic risks
cannot be covered by capital alone.
Furthermore, transparent and
understandable attribution in the war clause
is critical in any potential insurance of cyber
war risks.

The questionnaire also included inquiries
about what an insurance solution for this
risk might resemble. All experts agreed that
no insurer could bear this cyber risk alone.
While not everything needs to be insured,
partial compensation should be possible to
prevent policyholders from being entirely
vulnerable. To make the risk more
manageable, some interviewees
suggested using a combination of
increasing  deductibles, deeper risk
exclusions, technical obligations,

6 Extremus Versicherungs-Aktiengesellschaft was
established with the objective of offering
policyholders a sense of security and stability, while
safeguarding insurers and reinsurers from financial
ruin. The insurer's primary focus lies in providing

widespread event clauses, accumulation
limits, and policyholder participation in the
overall risk. An alternative approach to risk
transfer would be to integrate a pool
solution. For instance, the Extremus pool in
Germany could handle accumulated losses
(Dick et al., 2022).6 However, it was noted
that the insurance industry is not yet ready
to embrace this solution, and there is
insufficient political pressure. Another
potential solution would be to involve the
capital market through Insured Linked
Securities (ILS). Although the interviewees
were unable to provide specific design
options, practical examples demonstrate
that ILS has gained popularity for
conventional cyber risks. Thus, two cat
bonds were issued under the ILS
framework, one for USD 45 million by
insurer Beazly and the other for USD 100
million by reinsurer Hannover Re (Artemis,
2023; Hannover Re, 2023). Examples of
other state-funded backstops are Flood Re
or the UK's terrorism-linked Pool Re
scheme (Barnes, 2002; Flood Re, 2015).

To enhance academic rigor and clarity, the
results summarized in table 2.

comprehensive coverage for large-scale and
significant losses, particularly those caused by fire
outbreaks and business interruptions resulting from
terrorist attacks.



Section

Key findings

4.1.1 War exclusion clauses in cyber
insurance products

The lack of a clear definition for "war" in cyber insurance exclusion
clauses creates challenges for policyholders and insurers.
Insurers use vague language to limit policy scope, citing the
absence of relevant case law.

Cyber-attacks, especially in the context of hybrid or cyber warfare,
present unique attribution and damage assessment challenges
compared to traditional warfare.

The insurance industry awaits the outcome of the Merck case for
guidance on applying war exclusions in cyber insurance.

4.1.2 Differences between
warfare and traditional warfare

cyber

Cyber and traditional warfare aim to damage and destabilize but
differ in attack mode, visibility, and impact.

Traditional warfare involves visible military actions; cyber warfare
is invisible and can be conducted with simple tools like a computer
with internet access.

Cyber warfare’s invisibility and potential for collateral damage,
especially on critical infrastructure, present unique challenges.

4.1.3 Rejection of cyber claims due to
the Ukraine/Russia conflict

Despite expectations, no cyber insurance claims have been
rejected based on the cyber war exclusion clause since the
Ukraine/Russia conflict began.

Insurers are exercising greater caution, especially in underwriting
risks in the energy and infrastructure sectors.

414 Change in cyber insurance
claims due to the Ukraine/Russia
conflict

Reports on changes in cyber claims frequency vary, with some
insurers experiencing a decrease, attributed to a variety of factors
including decreased hacker activity and improved cybersecurity
measures by companies.

The conflict has led to a decrease in the intensity and effectiveness
of cyber-attacks elsewhere, influenced by sanctions and the
redirection of hacker resources.

4.1.5 Insurability of the cyber war risk
and possible approaches to insure it

Cyber war risk is currently considered uninsurable due to high
accumulation and incalculability.

Possible approaches to insure this risk include the use of data
standards for better risk management, increased cybersecurity
measures, and exploring risk transfer options like pool solutions or
ILS.

Table 2: Overview of the key results from section 4.1.




4.2 Results of the cyber insurance policy
analysis

This section provides the findings of the
qualitative content analysis conducted on
the general cyber insurance terms and
conditions. The study focused on analyzing
the war exclusion clause components and
language used in 44 cyber policies. The
analysis aimed to achieve multiple
objectives. Firstly, it aimed to determine the
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analyzed in this study included a war
exclusion clause. This exclusion clause
was the only clause found in all policies.
According to the research conducted by
Cremer et al. (2022), deliberate or reckless
acts of defamation and infrastructure
outage ranked second and third,
respectively, in terms of the frequency of
occurrence of the exclusion clause.
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prevalence of the war exclusion clause
across all general cyber terms. Additionally,
the study aimed to identify the specific
components of the war exclusion clause
and assess their frequency and
occurrence. The analysis also considered
the interviewees' statements to determine
whether the clause employs detailed
definitions for better comprehension or
whether it solely refers to the term "war".
Lastly, the study aimed to investigate the
language used in cyber terms.

The analysis quantified the occurrence of
particular terms within the war exclusion
clauses of the 44 policies under review. The
findings from this analysis are illustrated in
Figure 4. All cyber policies that were

Figure 4: This overview presents the findings related to the
identification of specific terms and their frequency within
war exclusion clauses in insurance policies, based on a
sample size of 44. Each of the 44 cyber insurance policies
analyzed in this study includes a clause that excludes
coverage for losses associated with war.

Based on the direct wording, the term "war"
was present in the term components in
every clause, but the frequency of
occurrence for the other terms was lower.
This supports the findings from the
interviews, which indicated that cyber
insurance providers opted for vague
language in their policies to limit their scope
of coverage. It is particularly interesting to
note that the term "state-initiated or
politically motivated attack" has a very low



frequency, despite the current risk of state-
sponsored cyber-attacks.

The analysis highlights that a significant
number of cyber insurers relied on either
the GDV's cyber standard terms and
conditions or the standard terms and
conditions for property and casualty
insurance when drafting their war clauses.
As a result, the wording of many of these
clauses was very similar. This result aligns
with the findings obtained from the
interviews conducted, which indicate that
policyholders face challenges due to the
lack of clear definitions and interpretation
difficulties associated with the wording of
the policies. Consequently, policyholders
are forced to interpret the meanings of such
terms independently. The wording of the
war exclusion clause found was as follows
[translated]:

“Excluded from insurance coverage
regardless of contributory causes are:

Insured events or losses due to war.

War means: war, invasion, civil war,
insurrection, revolution, riot, military
or other or other form of seizure of
power.”

Further examination of the explanations
and definitions revealed that only 11.4% of
the war clauses contained additional
descriptions and definitions of the
exclusion. This indicates that 88.6% of
cyber insurers only referred to their
exclusion terms in their war clauses, which
provided insurance coverage. For instance,
one of the more detailed policy terms we
identified was as follows [translated]:

"Damage caused by war or warlike
events, civil war, revolt, rebellion, civil
unrest or insurrection. In particular,
also by loss of any kind - also in
and/or emanating from virtual space
(cyberwar) with means predominantly
from the field of information
technology - which is directly or
indirectly based on war events or
other hostile acts (regardless of

whether war has been declared or
not)."”

In addition, a war clause was found that had
an even more in-depth detail of the
exclusion clause [translated]:

“No insurance coverage is provided
due to damage arising directly or
indirectly in connection with any of the
following events:

The use of physical force by one state
against another state (War), whether
or not a declaration of war has been
made, the unauthorized access to an
IT system by a state in the territory of
another state, or the unauthorized use
of an IT system by a state in the
territory of another state (cyber
operation), if this cyber operation: is
carried out in the course of the war
and/or leads directly or indirectly to a
disruption of the availability, integrity
or performance of the critical
infrastructure or else the security or
defence of the other state."

The subsequent qualitative analysis
examined patterns of term co-occurrence
within cyberwar clauses. The study found
that, in 12 of the 44 cyber policies reviewed,
a specific set of terms — namely "war,"
"invasion," "civil war," "strike," "revolution,"
"riot," "military operations and other
expressions indicating a seizure of power”
— appeared simultaneously within the
clauses. In a separate finding, it was noted
that four policies featured a concurrent
appearance of another group of terms:
"war," "civil war," "strike," "revolution," "riot,"
"domestic unrest," and "warlike events."
Beyond these patterns of co-occurrence,
Figure 5 displays additional patterns that
were identified twice in the policy
documents. For the remaining policies, the
co-occurrence of terms was identified once.



War, invasion, civil war, strike, revolution, riot, military operations
or other forms of seizure of power

War, civil war, strike, revolution, riot, domestic unrest, warlike
events

War, civil war, strike, revolution, riot, domestic unrest, warlike
events, state-initiated or politically motivated attacks

War, warlike events, state-initiated or politically motivated attacks
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Figure 5: The analysis revealed patterns of term co-
occurrence in cyber war clauses. It was observed that
certain terms appeared together in 12 out of 44 policies.
A different combination of similar terms was found in four
other policies. In addition, there were patterns that were
identified twice in the clauses. In the rest of the policy
cyber war clauses, these term co-occurrences were noted
only once.

The last qualitative analysis focused on the
language used in cyber war clauses. We
found that 86.4% of cyber insurers used
German as the language in their insurance
terms and conditions, while the remaining
percentage used English. All English-
language war clauses were translations of
the German model terms and conditions.
This observation contrasted with our
original hypothesis that the [translated]
terms would need to be more detailed to
accommodate different legal systems.
Overall, the study provides insights into the
key elements of the war exclusion clause in
cyber insurance policies, highlighting any
common patterns and providing a
comprehensive understanding of the
language used in such clauses.

The key findings are summarized in Table
3.
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Aspect of analysis

Key findings

Prevalence of war exclusion
Clause

All 44 cyber insurance policies analyzed include a war exclusion clause. This
clause was the only one found in all policies.

Specific term components and
frequency

The term "war" is present in every clause, but other terms such as "state-
initiated or politically motivated attack" have very low frequency.

Common wording in the
insurance policies

Many policies rely on either the GDV's cyber standard terms and conditions or
standard terms for property and casualty insurance, leading to similar wording
across policies.

Detailed descriptions of the
definitions

Only 11.4% of policies provide additional descriptions and definitions within
the war clauses, indicating that 88.6% of insurers refer solely to the exclusion
terms without detailed explanation.

Patterns of term co-occurrence

The analysis revealed that specific terms were grouped together in 12 out of
44 policies. A different combination of similar terms was identified in four
additional policies. Moreover, certain patterns of term co-occurrence were
observed twice within the clauses.

Language used in the policies

86.4% of the policies used German for their terms and conditions, with all
English-language clauses being translations of the German model terms.

Table 3: Overview of the key findings from Section 4.2.




Damages in a Virtual World:
Property Insurance Companies
Declare War on Cyber-Attack
Insurance Claims

No Author(s) Year | Title Focus

1 Ferland 2019 Cyber insurance — What Analysis of Mondelez v. Zurich case,
coverage in case of an alleged focusing on insurance policy's war
act of War? Questions raised by | exclusion clause
the Mondelez v. Zurich case

2 Woods & Weinkle 2020 Insurance definitions of cyber Perspective on the evolution of war
war clauses in cyber insurance policies and

their implications on cyber insurance

3 Cremer et al. 2022 Cyber exclusions: an Examination of exclusions in German
investigation into the cyber cyber insurance policies and their relation
insurance coverage gap to cyber risk events.

4 Cremer et al. 2024 Bridging the cyber protection Analysis of the German cyber insurance
gap: An investigation into the market, focusing on the challenges of
efficacy of the German cyber rapid cyber threat adaptation, data
insurance market availability, and risk understanding.

5 Romanosky et al. 2019 Content analysis of cyber Thematic analysis of cyber insurance
insurance policies: how do policies to understand coverage, risk
carriers price cyber risk? assessment, and premium calculation.

6 Shackelford 2020 Wargames: Analyzing the act if Discussion on the act of war exclusion in
war exclusions in insurance insurance and its implications for U.S.
coverage and its implications for | cybersecurity policy.
cybersecurity policy

7 Wolff 2024 The role of insurers in shaping Analyzing insurers' influence on
international cyber-security international cybersecurity norms through
norms about cyber-war coverage decisions for state-sponsored

cyberattacks.

8 Brunner 2022 Insurance policies and the Legal consideration of the relationship
attribution of cyber operations between cyber insurance policies,
under international law: a international law and the attribution of
commentary cyber operations to states.

9 Wan 2020 Notpetya not warfare: Rethinking | Examination of the war exclusion in
the insurance war exclusion in insurance policies in the context of state-
the context of international sponsored cyber-attacks.
cyberattacks

10 Bateman 2020 War, Terrorism, and Analysis of traditional war and terrorism
Catastrophe in Cyber Insurance: | exclusions in cyber claims and proposals
Understanding and Reforming for reform.

Exclusions

11 Rovetto Jr 2022 Cyberwarfare & Cyber Exploration of the legal and insurance
Insurance: Exploring When a implications of cyberwarfare on cyber
Cyberattack Can Negate a insurance claims.

Cyber Insurance Claim
12 Chopra 2021 Cyberattack - Intangible Discussion on the challenges and

implications of insuring against cyber-
attack damages.

Table 4: Overview of the literature that has addressed the exclusions in cyber insurance and, in particular, the war exclusion.




4.3 Comparison

In the final part of the results, the results
from sections 4.1 and 4.2 are compared
with similar research. This results in the two
categories, definition and clarity of war
exclusions as well as litigation and
insurability of cyber war losses. An
overview of the articles used for the
comparison and other articles with similar
topics can be found in Table 4.

This study emphasizes the challenges the
cyber insurance sector faces in defining
and implementing war exclusion clauses. It
points out the ambiguity in defining 'war' or
'war-like events and insurers dependence
on vague terminology due to the absence
of relevant legal precedents. Both earlier
and more recent research uncover identical
issues. Specifically, Woods and Weinkle
(2020), along with Cremer et al. (2022),
investigate how definitions in cyber
insurance policies have evolved and
identify a coverage gap stemming from
definitions that are not explicitly stated.
Furthermore, Cremer et al. (2024) conduct
semi-structured interviews with industry
practitioners to understand the rationale
behind such exclusions. These studies
collectively underscore the difficulty in
interpreting and applying war exclusion
clauses amid state-sponsored cyber-
attacks, and highlight the broader
implications for both the insurance industry
and policyholders.

The next comparison category analyzes the
legal aspects and insurability of damages
from cyber warfare, detailing contributions
from various authors on the subject.
Shackelford (2020) and Wolff (2024)
discuss the implications of war exclusions
on cybersecurity policies and the influence
of insurers in establishing international
cybersecurity standards. Brunner (2022)
and Wan (2020) offer critiques on the use
of international law for attributing cyber
operations, arguing against the widespread
application of war exclusions to state-
sponsored cyber-attacks. Bateman (2020)
suggests a revision of exclusion clauses to
better meet the challenges posed by cyber

warfare and state-sponsored cyber
incidents. In contrast, this work emphasizes
the practical challenges faced in cyber
insurance claims, particularly in the context
of the Ukraine/Russia conflict. This
comparison highlights how the industry is
navigating contemporary conflicts and
cyber operations. Additionally, the analysis
extends to the insurability of cyber war
risks, pointing out the insurance industry's
difficulty with the significant accumulation
and unpredictability of such risks.

The comparison consistently underscores
the difficulties encountered by the cyber
insurance industry in managing war
exclusion clauses, especially concerning
the definitions of “"war" and "warlike
events." Both earlier and more recent
research point out the issue of imprecise
wording and the consequent coverage
gaps. Legal examinations and demands for
change stress the importance of precise
definitions and adjustments to the unique
aspects of cyber warfare. The widespread
implications of these uncertainties for
policyholders and the industry at large
highlight the critical need to revise
exclusion clauses to enhance the
insurability of cyber war risks.

5. Discussion

This research highlights the lack of clarity in
the cyber war exclusion clause of the
market in the German cyber insurance
industry. The analysis of German cyber
insurance policies shows that war exclusion
clauses are present in every cyber policy.
However, the lack of standardization,
different components, and unclear
definitions by insurers make it difficult to
understand the scope of the exclusion. The
absence of a clear delineation of insurance
coverage for cyber warfare events and
other significant cyber risks creates barriers
to developing cyber insurance markets. It is
also hampered by the lack of comparability
between insurance terms and conditions.
The study suggests that the varying
interpretation of the exclusion clause can
lead to ambiguity and uncertainty in its
application, resulting in legal complexity
and disputes. Overall, the findings highlight



the need for greater standardization and
transparency of the war exclusion clause to
improve the effectiveness of insurance
coverage and reduce SMEs' exposure to
cyber risks.

The interviews yielded insightful
perspectives, as interviewees unanimously
emphasized that the absence of clear
definitions for terms such as "war" or
"warlike incidents" in cyber insurance
products presents significant challenges for
the industry. This issue was predominantly
raised by primary insurers, who cited the
lack of case law as the reason for choosing
vague wording to limit the scope of their
policies. The reason given for this was that
no war exclusion clauses had yet been
tested in court for their stability.
Additionally, the origin of the war exclusion
clause, which stemmed from other
insurance terms and business lines that
focused on physical warfare, also poses a
challenge. Cyber warfare, in particular,
presents a unique challenge as they are
difficult to attribute and prove compared to
traditional acts of war.

This study has some limitations. The
research collected cyber terms and
conditions between November 2021 and
February 2022 (before the Ukraine/Russia
conflict), which means that some insurers
may have revised their war exclusion
clause since then. In addition, interviews
with cyber experts were conducted
between November 10, 2022, and February
3, 2023, via MS Teams or Zoom, which
changes perceptions depending on the
course of the war.

The findings of this study indicate that the
German cyber war exclusion clause is still
in its developmental stage, resulting in
uncertainties that must be addressed. To
mitigate cyber risks, both the insurance
industry and policymakers must take
measures to offer transparent and
comprehensive insurance coverage, along
with appropriate safeguards. It should be
noted that cyber accumulation risks can
have an impact on organizations

worldwide, regardless of their physical
location.

As a result, we argue that standardized and
all-encompassing cyber insurance policies
will serve to absorb and redistribute the risk
within the world wide web. By doing so,
market forces will contribute to constructing
an order that is so far proving resistant to
will of sovereign power and legal
codification.

This paper offers significant insights into
the current state of war exclusion within the
German cyber insurance market. The study
evaluates the effectiveness of the war
clause and its impact on corporate cyber
risk resilience. Policymakers can leverage
the research findings to emphasize the
significance of recognizing risks that are not
presently covered by the insurance
industry.  Furthermore, the outcomes
underscore the criticality of cybersecurity
for businesses. The study highlights the
links between unclear exclusions and cyber
risk exposures, emphasizing the need for
companies to take more proactive
measures. The findings offer a valuable
opportunity for cyber insurers to evaluate
their cyber insurance products and war
exclusion clauses. The research also
emphasizes the need for standardization
and transparency in the terms and
conditions of cyber insurance across the
industry. Finally, the interview results offer
potential starting points for addressing the
insurability of cyber war risks and their
transfer possibilities.

6. Conclusion

The conflict between Ukraine and Russia
has made the cyber warfare exclusion
clause an issue of global interest. From the
perspective of academy, this research
highlights the needs for more cross-
disciplinary engagement. It is clear
insurance is an actor in international
relations that has an important role to play
in providing for more resilience in the face
of  cyber-attacks. Thus, insurance
companies - and indeed regulatory
community are important stakeholders in



the conversation around the security
implications of cyber risk. Without
insurance, the cyber domain represents a
vulnerability in the defense of state
interests and the maintenance of interstate
relations.

Assessing and comprehending cyber risk is
a formidable challenge for all stakeholders
in the cyber insurance domain, owing to the
dynamic and ever-changing nature of risks
in tandem with the rapid progression of
technology. From a strategic perspective,
the research highlights the importance of
transparent and comprehensible
exclusions, especially the war exclusion
clause. The results of the content analysis
and interviews show that different
definitions and components of the cyber
war exclusion clause make it difficult for
policyholders to understand insurance
coverage. In addition, the research
highlights the importance of the exclusion
clause and cyber war risk to the insurance
industry. It clearly shows that the insurance
industry is reaching its limits with such a
risk and that this risk has enormous loss
potential. The results should show
companies that cyber insurance does not
cover all cyber risks and that a
cybersecurity strategy and coordinated
security measures are essential to
minimize these risks. For policymakers, the
study clarifies the challenges facing the
insurance industry regarding the war
exclusion clause and how it is currently
perceived. From a resilience perspective,
the study points to weaknesses in the
current cyber insurance landscape and the
importance of cyber war risks.

In summary, the paper contributes to the
perceptions of cyber insurance experts
concerning cyber war risks, revealing
essential issues such as the lack of a clear
definition of war and the difficulty in
attributing and proving cyber war events.
The results ultimately demonstrate that
security in turbulent political times, in times
of war and change, rests on strategies of
public-private cooperation.
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Appendix

1) Detailed overview of the cyber
insurance experts

Industry | Organization | Cyber
experts type experience
in years

B1 Broker 6 years

B2 Broker 4 years

B3 Broker 8 years

B4 Broker 8 years

B5 Broker 5 years

B6 Broker 8 years

B7 Broker 5 years

P1 Primary 6 years
insurer

P2 Primary 10 years
insurer

P3 Primary 4 years
insurer

P4 Primary 7 years
insurer

P5 Primary 8 years
insurer

P6 Primary 7 years
insurer

P7 Primary 10 years
insurer

P8 Primary 8 years
insurer

P9 Primary 4 years
insurer

P10 Primary 7 years
insurer

P11 Primary 6 years
insurer

P12 Primary 8 years
insurer

P13 Primary 6 years
insurer

P14 Primary 6 years
insurer

R1 Reinsurer 5 years

R2 Reinsurer 5 years

R3 Reinsurer 10 years

R4 Reinsurer 7 years

R5 Reinsurer 4 years




